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In a rapidly evolving digital media landscape, understanding how exposure to
untrustworthy news changes over time is essential for evaluating its potential effects
on public attitudes and behavior. However, there is limited evidence on how
demand for untrustworthy news develops across longer time frames. Linking web
data with surveys, we compare exposure to untrustworthy news sources across
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news sources make up less than 1% of media diets and are associated with low
satisfaction with democracy and a preference for a far-right party. Propensity score
matching reveals stability in untrustworthy news exposure and a subtle decline in
the average quality of news diets over 7 years. Our findings suggest that concerns
about rising misinformation exposure may not be borne out in desktop browsing
behavior, though the absence of in-app tracking data means that mobile and social
media exposure remains a question to be explored further.

Keywords: News media diets, web tracking data, untrustworthy news

Lisa Oswald: oswald@c3s.uni-frankfurt.de, Center for Critical Computational Studies, Goethe Univer-
sity Frankfurt, Eschersheimer Landstraße 121, 60322 Frankfurt, Germany.

Date submitted: 2025-11-04

Copyright ©2026 (Lisa Oswald, Simon Munzert). Licensed under the Creative Commons Attribution
Non-commercial No Derivatives (by-nc-nd). Available at: http://journalqd.org

https://orcid.org/0000-0002-8418-282X
https://orcid.org/0000-0003-4760-367X
mailto:oswald@c3s.uni-frankfurt.de
http://journalqd.org


Oswald & Munzert Journal of Quantitative Description: Digital Media 6(2026) 2

The societal impact of untrustworthy online news media is cause for concern (World Economic
Forum, 2024). However, exposure to misinformation and disinformation is a prerequisite for
any downstream effects on public opinion and political outcomes, and its prevalence remains
contested (Budak et al., 2024). Behavioral data suggest that exposure to untrustworthy news
is relatively rare in web browsers but considerably more common in social media feeds and
concentrated among individuals with more extreme political views (Allen et al., 2020; Altay
et al., 2022; Guess et al., 2020). Contrary to narratives in public discourse, evidence from the
United States suggests an overall decline in exposure to untrustworthy outlets between 2016
and 2020 (Moore et al., 2023). In a rapidly changing media landscape, existing evidence can
quickly become outdated, little is known about how exposure patterns evolve over time, and
existing evidence cannot be extrapolated to other countries and media systems.

Previous research suggests a partisan asymmetry in the sharing of misinformation and low-
quality news on social media, offering insight into the supply side of the information ecosystem—
where supporters and members of the political right tend to share more misinformation and
low-quality news (Lasser et al., 2022; Mosleh et al., 2024; Renault et al., 2025; Törnberg &
Chueri, 2025). Alongside its diverse news media ecosystem anchored by public broadcasting,
Germany has seen the rise of the populist radical right in recent years. This political shift
has repeatedly been associated with media effects, including the spread of misinformation on
popular outlets (Dogan, 2024; Endt & Goldschmidtböing, 2025; Ohme, 2019; Ruhnow, 2024).
Combining passive web tracking with survey data (Stier et al., 2020), we examine (a) the
prevalence of exposure to untrustworthy news in Germany, (b) individual-level predictors of
exposure, and (c) whether these patterns have changed over a seven-year period.

Results

We considered two cross-sectional datasets in our analyses (see Fig. 1A). The dataset collected
in 2017 covers a 6-month tracking period and includes behavioral data from 1,212 individuals—
here, 1.6% of all recorded URLs were visits to news websites. The second dataset, collected in
2024, spans 2 months of behavioral data from 436 individuals including 2.5% news. Behavioral
data includes desktop tracking in both years and additional mobile browser histories in 2024
but no in-app tracking, for example, of social media apps. Representation of far-right AfD
supporters differed across the two samples: the 2017 sample reflects the actual share of AfD
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voters reasonably well (13.9% in our data vs. 12.6% in the federal election); the 2024 sample
underrepresents AfD voters (16.1% in our data vs. 20.8% in the 2025 federal election). We
focus on two individual-level measures of exposure: the share of visits to untrustworthy news
outlets among all news visits—in the raw data 0.75% in 2017 and 0.52% in 2024—and the
average NewsGuard score (ranging from 0—lowest to 100—highest reliability) across all news
visits, in the raw data, stable at 96 in both years.

News consumption is highly concentrated among a small number of domains (see Fig. 1C for
an overview of the most visited news sites in both years). In 2017, the three most visited
trustworthy news domains—led by the tabloid Bild at bild.de—accounted for 29% of all visits
to trustworthy news. In contrast, the top three domains classified as untrustworthy (News-
Guard score below 60), including rt.de (RT, formerly Russia Today), made up 49% of visits to
untrustworthy news in our sample. Correspondingly, in 2024 the top three most visited trust-
worthy domains account for 32% of visits to trustworthy news, while the leading untrustworthy
sources—nius.de, reitschuster.de, and politikversagen.net—account for 23% of visits to untrust-
worthy news. This decline suggests a more fragmented untrustworthy news environment over
time, potentially reflecting shifts in user behavior or changes in the supply of untrustworthy
news (e.g., the EU-wide ban of RT following Russia’s invasion of Ukraine).

Predictors of exposure to untrustworthy news outlets

To identify which demographic and political groups were most exposed to untrustworthy news
outlets, we linked survey data with web tracking data and estimated separate robust regression
models for both exposure metrics. Across both years and measures, individuals with far-right
party preferences were more likely to consume untrustworthy news and have lower-quality media
diets. In 2017, self-reported voters of the far-right AfD had significantly higher exposure to
untrustworthy news than voters of any other party—except Die Linke, the most left-wing party
represented in the German parliament—and scored lowest on media diet quality (Fig. 1B). The
pattern was less distinct in 2024, where supporters of other parties exhibited similar levels of
exposure and media diet quality. Right-leaning political orientation and low satisfaction with
democracy were positively associated with exposure to untrustworthy news and lower media
diet scores in both years; other demographic variables (e.g., gender, age, education) and political
interest showed no consistent relationship.
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1,212 56 million 1.6% 17% 
(15%–19%) 

0.75% 
(0.50%–1.01%)
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(95.91– 96.46)
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(6%–11%) 
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(95.35 –96.17)

bild 14 %

zdf 8.2 %

web 6.9 %

focus 5.8 %

gmx 5.5 %

welt 4.3 %

spiegel 4 %

t−online 3.8 %
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Figure 1. Prevalence and predictors of exposure to untrustworthy news media in Ger-
man web tracking data. A: Descriptive information on datasets and individual-level
media exposure metrics. CI = confidence interval. B: Predictors for exposure to un-
trustworthy news outlets. German web tracking data with linked survey data from 2017
and 2024. Left: Predicted marginal means of user-level share of untrustworthy outlets in
media diet. Right: Predicted marginal means of user-level media diet scores (NewsGuard
score). Marginal means derived from robust independent linear models, presented with
84% confidence intervals. C: Ranking of top 10 most-visited news domains; percentages
represent share of all news visits in the respective tracking period. Bottom row displays
two otherwise unmatched domains.
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Stable exposure to untrustworthy news, declining overall diet quality

To assess trends in exposure to untrustworthy news, we leveraged a unique opportunity to
cross-sectionally compare two waves of tracking data—collected 7 years apart—by the same
panel provider (YouGov Pulse) in Germany. To improve the descriptive comparability of the
samples with respect to key predictors of news consumption behavior, we applied 1:1 nearest-
neighbor propensity score matching to align the samples on relevant covariates. Participants
were matched based on age, gender, education, political interest, and non-news-related browsing
behavior, resulting in a balanced sample of N = 866 participants (see Fig. 2A).

We found no evidence of a significant increase in the share of untrustworthy outlets within
individuals’ overall media diets between 2017 and 2024 (see Fig. 2B and 2C, left). The average
NewsGuard score declined slightly over the 7-year period by one point on a 100-point scale (Fig.
2B and 2C, right). The NewsGuard score is a bounded index with most outlets clustering near
the upper end of the scale. Changes are best interpreted in raw scale points. However, for
comparision, when scaling the coefficient with the standard deviation of the NewsGuard score
in 2017, we find a decline in 0.15 standard deviations in the matched sample between 2017 and
2024.

These results were robust to various alternative configurations of data and matching approaches,
including different NewsGuard thresholds (SI Fig. S2), leaving out the most visited news
domain (Bild.de; SI Fig. S3), excluding non-news browsing from the set of matching covariates
(SI Fig. S4) and very strict data cleaning to erase traces of a media literacy experiment (SI
Fig. S8). Two specifications further reduced the difference in news quality scores (or widened
confidence intervals) to an extent that the difference was no longer distinguishable from zero:
restrictions of the tracking window in 2017 to the two-months pre-election period (SI Fig. S6)
and the exclusion of mobile browsing in 2024 (SI Fig. S7). Taken together, our results suggest
relative stability in exposure over time.

Discussion

We combined behavioral web tracking data with rich survey data to examine exposure to
untrustworthy news. While, from a public discourse perspective (World Economic Forum,
2024), we might have expected an increase in exposure to untrustworthy news over time, our
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Figure 2. Differences in untrustworthy news outlet exposure between 2017 and 2024
based on matched cross section. A: Covariate balance before and after propensity score
matching. B: Exposure metrics between 2017 and 2024 (colored rings represent individual
users; black points represent means with bootstrapped 95% confidence intervals [CI]). C:
Robust regression coefficients with 95% CIs representing change between years; change
in shares (0-1) among all labeled news visits for untrustworthy visits (top); point change
on 100-point scale for news media quality (bottom); 0 indicates the 2017 baseline; solid
black coefficient representing main model, hollow coefficients represent two additional
variations of the data as robustness checks: desktop-only excludes mobile traces in 2024
dataset, pre-election only restricts 2017 tracking window to pre-election period, matching
the 2024 tracking period.
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analysis does not provide evidence for such a trend in individuals’ browsing behavior. Our
evidence from Germany stands in contrast to evidence from the United States, where declining
shares of people who visit untrustworthy news media were found between 2016 and 2020 (Moore
et al., 2023).

At the same time, we observe a small decline in the overall quality of individuals’ media
diets across the seven-year period which is, however, not robust to all tested specifications.
Additional robustness checks provide hints to where the difference may stem from, namely
exposure to lower quality outlets on mobile devices and exposure to lower quality outlets in
the run-up to elections. Overall, our results suggest relative stability in exposure between 2017
and 2024 in desktop-focused web-tracking data.

There are several limitations to our approach: The outlets classified as untrustworthy by News-
Guard represent strong cases of misinformation and do not cover the grey areas of declining
quality within and between more reputable sources. This suggests that focusing narrowly on
untrustworthy outlets may overlook a broader and potentially more consequential shift: a po-
tentially graded deterioration in the quality of information to which people are exposed. Future
work should also examine variation at the article and claim level, as outlet-level scores cannot
capture within-source differences.

In the considered studies, no in-app tracking data was collected. Therefore, the analysis of
social media behavior is out of scope for this manuscript. However, previous evidence found
a strong difference between shares of untrustworthy outlets in web tracking data compared
to social media feeds—which showed up to 10 times higher exposure (Altay et al., 2022).
This discrepancy, combined with the underrepresentation of far-right voters, suggests that our
estimates likely understate actual levels of exposure to untrustworthy news in Germany in 2024.

Methods

Web tracking data and survey responses were collected by YouGov, using passive metering
technology provided by Wakoopa. In the 2017 wave, a non-probability sample was drawn and
quota-matched to the online population based on age, gender, and education. In the 2024
wave, our survey was fielded to the entire tracking panel without additional quota matching.
The 2017 wave includes participants’ desktop tracking only, whereas the 2024 wave also covers
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their mobile devices.

Domain classification

Following best practice for source-based research on misinformation and news trustworthiness
(Lin et al., 2023; Lühring et al., 2024), we used NewsGuard—an established database for source-
based news credibility labels rated according to apolitical journalistic standards—to classify
websites as trustworthy or untrustworthy. NewsGuard reports to cover websites responsible
for 95% of news-related social media traffic. In Germany, this encompasses 411 unique news
domains. Sources are considered untrustworthy if the score is below 60 on a 0–100 scale. Our
findings after matching are robust to alternative classification thresholds (scores below 50 or
70), and to the exclusion of the most-visited domain (bild.de) from both datasets.

Web tracking data

Data from the first wave were collected between July 1, 2017 and December 9, 2017, covering a 6-
month period and totaling over 56 million website visits (Munzert et al., 2022a, 2022b). Among
these largely apolitical website visits, about 1.6% could be labeled using NewsGuard’s news
credibility labels. The second sample was collected between November 4, 2024 and December
31, 2024, spanning 2 months and comprising over 6 million website visits, of which about 2.5%
could be labeled using NewsGuard. While major web portals (e.g. t-online.de) receive domain-
level NewsGuard labels, we restricted our analysis to visits to their news-related subdomains
(e.g. t-online.de/nachrichten) only. We analyzed raw website visits and more conservative
thresholds of news engagement, applying 3s, 30s, and 120s minimum visit durations, in line
with Mangold et al. (2024). The exposure metrics were stable across different thresholds. We
therefore report results based on raw website visits throughout the main analyses for consistency
and comparability.

During the longer 2017 tracking window, 17% of participants visited at least one untrustworthy
news site, compared to just 8% in the shorter 2024 period. Although this binary indicator is
commonly used to describe the prevalence of misinformation exposure, it is highly sensitive
to the duration of the tracking period. We therefore focus on two alternative individual-level
measures of exposure: the share of visits to untrustworthy news outlets among all news visits
and the average NewsGuard score. The 2024 data were collected in the context of a media
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literacy intervention study (Oswald et al., 2025), in which participants were asked to rate the
trustworthiness of 12 URLs (six trustworthy and six untrustworthy, as labeled by NewsGuard)
across two survey waves. To avoid contamination, we excluded visits to these 12 domains during
the study-specific time windows based on individual survey completion times and extended each
wave by 6 hours, which removed more than 99% of visits to URLs used in the experiment. Our
findings are robust to removing these domains entirely. Notably, none of the experimental
domains ranked among the top three most-visited untrustworthy news domains in 2024.

Matching

While the underlying sampling processes for the 2017 and 2024 samples were similar—both
were drawn from the YouGov Pulse panel—their size differed considerably (2017: N = 1,212;
2024: N = 436). To enable a meaningful comparison, we leveraged the larger 2017 sample
to identify a subsample that closely resembled the 2024 sample using covariate matching. We
performed covariate matching based on gender, age, education, political interest, and non-news
related online activity, using the MatchIt R package (Ho et al., 2011). Specifically, we applied
nearest-neighbor matching on propensity scores using the default distance metric (logit). We
used a ratio of 1 without replacement of control units to prevent a 2017 participant from being
matched to more than one 2024 participant. The original data from both samples consisted of
1,449 observations; the matched data included 866 participants, evenly from both waves.

We tested the robustness of our matching approach with several subsets of the data to check
whether the findings were potentially driven by differences in timing, mobile tracking, or track-
ing period length effect. We also assessed the impact of including non-news-related brows-
ing behavior—measured as the log-scaled number of weekly website visits not classified by
NewsGuard—as a matching covariate. Matching solely on sociodemographic variables yielded
larger effect sizes for the temporal comparison, whereas including non-news-related browsing
produced more conservative estimates, which we report in the main text.

Code Availability

Code for this project is openly available at https://osf.io/5uw4p.

https://osf.io/5uw4p
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Data Availability

NewsGuard’s credibility labels are proprietary data and cannot be made publicly available. In
its raw form, web tracking data for this project cannot be made openly available due to data
privacy concerns. Web tracking data from 2017 is available in the GESIS Web Data Archive.
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